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Terrorists and organized criminals are increasingly using the Internet, social media, and encrypted messaging

apps to advance their agenda. Obtaining evidence from service providers of these platforms is vital. E-evidence

stored by service providers can prove where a crime was prepared or committed by disclosing incriminating

communications, as well as the location of offenders. Obtaining such e-evidence can ensure the successful

prosecution and sentencing of those who perpetrate serious offenses. According to a survey conducted by the

European Union, more than half of all criminal investigations involve a request for cross-border access to e-

evidence. Acquiring an adequate level of understanding of the methods and technology used in cybercrime

investigations by police officers, prosecutors and judges requires specific knowledge and skills to effectively

investigate and prosecute these crimes.

To enhance national capacities across the OSCE region regarding the request of electronic evidence for

investigating online criminal matters, including terrorism related cases while adhering to human rights.

The structure of OSCE and its widespread on-the-ground presence, as well as highly specialized expertise, gives

the organization an opportunity to reach out to all parts of the area and all levels of society that needs to be

involved, in order to build sustainable societal resilience. The OSCE also has a wide network of potential

partners for this project, including OSCE/ODIHR, UNODC, and UNCTED.

OSCE added value

In line with

Why it matters

Project objective

Expected Results

Result 1: Locally-specific needs and priorities of respective OSCE pS and PfC on requesting electronic evidence

across borders for investigating online criminal matters, including terrorism related cases, are identified.

Result 2: Regulatory frameworks and operational capacities of pS and PfC on requesting electronic evidence,

including for terrorism related cases, across borders are enhanced and aligned with human rights standards.

Result 3: National law enforcement agencies and judiciary have their technical capacities on requesting

electronic evidence across borders enhanced.

• OSCE Consolidated Framework for

the Fight Against Terrorism

• UN Security Council Resolution 2322

(2016)

• UN Security Council Resolution 2396

(2017)

• UN SDG 16 on Peace, Justice and

Strong Institutions

Funding Needs: 2024- EUR 200,000; 2025- EUR 520,000; 2026- EUR 501,757




